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ABSTRACT 

The rapid development of Internet of Things (IoT) technologies has significantly increased the demand for 

secure and efficient communication mechanisms. However, traditional security approaches are often 

unsuitable for IoT environments due to limited computational resources and vulnerability to various 

cyberattacks. This paper proposes a secure data exchange algorithm based on blockchain technology and 

hybrid cryptography. The proposed method integrates an enhanced elliptic curve-based digital signature 

algorithm (EECHERI) with symmetric encryption (AES-192) to ensure authentication, confidentiality, and 

integrity. A cluster-based architecture is adopted to improve scalability and efficiency, while a dynamic 

session key generation mechanism enhances security. The communication protocol is designed in seven 

sequential steps, ensuring secure device-to-device interaction. The proposed approach provides strong 

resistance against spoofing, replay, and unauthorized access attacks while maintaining low computational 

overhead, making it suitable for real-world IoT applications. 
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INTRODUCTION 

The Internet of Things (IoT) has emerged as a 
transformative technology, enabling seamless 
communication between devices across various 
domains such as healthcare, smart cities, and 
industrial automation. Despite its advantages, IoT 
systems face significant security challenges due to 
their distributed nature and resource constraints. 

One of the most critical aspects of IoT security is 
ensuring secure data exchange between devices. 
Traditional cryptographic approaches, while 
effective in conventional systems, are often too 
resource-intensive for IoT devices. Moreover, 
identity-based authentication alone is insufficient, 
as it can be compromised through spoofing or 
replay attacks. 

Blockchain technology has recently been 
introduced as a promising solution due to its 
decentralized and tamper-resistant properties. 
However, blockchain alone does not fully address 
communication security between devices. 
Therefore, a hybrid approach that combines 
blockchain with efficient cryptographic techniques 
is required. 

This paper proposes a secure data exchange 
algorithm that integrates: 

o Elliptic Curve Cryptography (ECC) for 
authentication,  

o AES-based symmetric encryption for efficient 
communication,  

o Blockchain for secure and immutable record-
keeping.  

2. Background and Related Concepts 

2.1 Elliptic Curve-Based Digital Signature 
(EECHERI) 

The proposed system utilizes an enhanced elliptic 
curve-based digital signature algorithm 
(EECHERI), which is derived from the traditional 
Digital Signature Algorithm (DSA). EECHERI is 
specifically designed for environments with 
limited computational resources, such as IoT 
networks. 

In this approach, when a device M_isends a 
message to another device M_j, it first signs the 
message using its private key. The receiver verifies 
the signature using the sender’s public key. This 
process ensures: 

• Authentication of the sender,  
• Integrity of the transmitted data.  

The use of elliptic curve cryptography provides 
high security with smaller key sizes, making it 
suitable for IoT applications. 

2.2 AES-Based Symmetric Encryption 

To ensure data confidentiality, the system employs 
the Advanced Encryption Standard (AES). AES is a 
widely used symmetric encryption algorithm that 
supports key sizes of 128, 192, and 256 bits. 

In this work, AES-192 is selected due to its balance 
between security and computational efficiency. 
Communication between cluster members is 
encrypted using this algorithm, ensuring that data 
remains protected from external threats. 

2.3 Hybrid Cryptographic Model 



Volume 06 Issue 05-2026 33 

                 

 
 

   
  
 
 

International Journal of Advance Scientific Research  
(ISSN – 2750-1396) 
VOLUME 06 ISSUE 05   Pages: 31-35 

OCLC – 1368736135    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The proposed system adopts a hybrid 
cryptographic approach, combining: 

o Asymmetric cryptography (EECHERI) for 
authentication and key exchange,  

o Symmetric cryptography (AES) for data 
encryption.  

This combination leverages the strengths of both 
methods, providing strong security while 
maintaining efficiency. 

3. Proposed Secure Data Exchange Algorithm 

The proposed communication protocol consists of 
seven steps that ensure secure interaction between 
IoT devices within a cluster-based architecture. 

Step 1: Request Generation 
A device 𝑀𝑖initiates communication by 

sending a request: 

𝑅𝑒𝑞[𝑀𝑖 ∥ 𝑇𝑖] 

to device 𝑀𝑗 , where 𝑇𝑖is the timestamp. 

Step 2: Request Validation 

Device 𝑀𝑗verifies the timestamp: 

Δ𝑇1 ≥ 𝑇𝑖
∗ − 𝑇𝑖 

If valid, the request is forwarded to the cluster head 

in encrypted form: 

𝑅𝑒𝑞[𝐸(𝑇𝐵𝑝𝑢𝑏(𝑀𝑖 ∥ 𝑀𝑗 ∥ 𝑇𝑖 ∥ 𝑇𝑗))] 

Step 3: Authentication and Key Generation 

The cluster head: 

• Verifies both devices,  

• Generates a one-time session key 𝑆𝑘,  

• Sends encrypted responses to both 

devices.  

Step 4: Session Key Retrieval 

Device 𝑀𝑖decrypts the response and extracts: 

𝑆𝑘 = 𝐴⊕𝑀𝑖  

The session key is stored for further 

communication. 

Step 5: Communication Confirmation 

Device 𝑀𝑗sends: 

𝑅𝑒𝑠[𝑇𝑖 ∥ 𝑇𝑗] 

confirming readiness. 

Step 6: Secure Message Transmission 

Device 𝑀𝑖encrypts and sends: 

𝐸(𝑆𝑘(Message
1
)) 

Step 7: Response Communication 

Device 𝑀𝑗decrypts, processes, and responds: 

𝐸(𝑆𝑘(Message
2
)) 

This establishes secure bidirectional 

communication. 

4. One-Time Secret Key Generation 

A dynamic key generation algorithm is used 

to enhance security. 

Algorithm 3: 

• Generate random numbers 𝑄𝑛and 

𝑅𝑛,  

• If both are prime: 

𝑁 = (𝑄𝑛 − 1)(𝑅𝑛 − 1) 

Compute: 

𝐸 = 𝑟𝑎𝑛𝑑𝑜𝑚𝑁𝑢𝑚𝑏𝑒𝑟mod  1000 

Generate: 

𝑆𝑘 = 𝑁𝐸  

This ensures that each session uses a unique key. 

5. Security Analysis 

The proposed method provides protection against: 

• Replay attacks → prevented by timestamps,  
• Spoofing attacks → mitigated by digital 

signatures,  
• Unauthorized access → controlled by cluster 

head verification,  
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• Data tampering → prevented using encryption 
and blockchain.  

The integration of hybrid cryptography and 
blockchain significantly enhances overall system 
security. 

 

Conclusion 

This paper presented a hybrid cryptography-based 
secure data exchange algorithm for blockchain-
enabled IoT systems. By combining EECHERI, AES-
192, and dynamic key generation, the proposed 
method achieves a high level of security while 
maintaining efficiency. 

The structured communication protocol ensures 
reliable device interaction, while blockchain 
provides a secure and immutable record of 
transactions. The proposed approach is suitable for 
real-world IoT applications and can be extended 
further in future research. 
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